11 Vol. 34 No.11
2006 11 ACTA ELECTRONICA SINICA Nov. 2006

x A& R L RAFLAER

(L. s 518055; 2 R 518060)

« ”»
’

( Internet service provider) s

s s ?

TP311. 11 : A : 03722112 (2006) 1F 204304

Progress of Cryptographic Access Control and Encryption Security Database

YUAN Chun', WEN Zherrkun®, ZHANG Ji-hong®, ZHONG Yur zhuo'
(L Graduate School a Sherzhen, Tsinghua University , Shenzhen, Guangdong 518055, China;
2. College  Information, Shenzhen University, Shenzhen, Guangdong 518060, China )

Abstract:  Researchers on security database concem more and more the security threats from DBA( database administrator),
for its resulting in increasing crime to internet commercial databases which exig in the mode of ASP( Application service provider)
recently, and its theoretic and technical hardness. Traditional access control could not provide enough security for the purpose, crypr
to graphic security database becomes a promising scheme favored by its computing complexity of mathematical difficulties. We anat
yse various and up to date security threats to distributed database application systems, and give an overview for cryptographic access
control and encryption database technology. Each class and approach is described and evaluated with its cryptographic principle, ab
gorithm characters and positive and negative performance. We focus on the tem of cryptanalysis of the schemes, which is considered
the crucial pomts of the technology.
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